
MN503 Overview of Internetworking
Problem Based Learning (PBL) T3 2017

Submission Due: Week 6 (PBL week 2 – 5) and Week 11 (PBL week 7 – 10)

Total Marks 	= 10 marks for 10 weeks of participation and submission (5% of total assessment)

Marks will be given only to students who attend and participate during 1 hour PBL tutorial class. Submission on Moodle is mandatory as an evidence of the participation.

Description of the PBL exercise:
Ref: http://projectsinnetworking.com/ 

Students in a group of 3-4, can choose two (2) case studies from this list to prepare a presentation slides progressively from week 2 to 11. Submit PBL presentation files in week 6 and 11. Marks will be allocated as follows:

a. Participation in the PBL tutorial classes from week 2 to 11= 3 marks
b. Presentation of case study 1 in week 6 and submission of reflective report = 3 marks
c. Presentation of case study 2 in week 11 and submission of reflective report = 4 marks

Students should inform tutors about their choice in week 2.

Weekly Schedule
	Week
	PBL Tutorial

	1
	PBL 1: Analyse business case and  devise information for a given network

	2
	Group work on case study 1

	3
	Group work on case study 1

	4
	Group work on case study 1

	5
	Group work on case study 1

	6
	Presentation and submission of reflective report

	7
	Group work on case study 2

	8
	Group work on case study 2

	9
	Group work on case study 2

	10
	Group work on case study 2

	11
	Presentation and submission of reflective report

	12
	Review
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	Week #
	Description of the activity
	Your contribution
	Self reflection

	
	Describe activity in 2-3 sentences
	Write about the preparatory notes that you have prepared prior to the class 
	Write about the outcome of the group discussion, how different to your thoughts and what it might mean for you in the future

	2
	
	
	

	3
	
	
	

	4
	
	
	

	5
	
	
	

	Summary of week (2 – 5)
	
	
	




Mapping onto Unit Learning Outcomes

	Week #
	Activity
	Mapping activity onto Unit Learning outcomes
	Mapping activity onto ACS Core Body of Knowledge (CBOK)

	
	Write keywords of the activity
	List ULOs with alphabets 
	List keywords from ACS CBOK knowledge areas

	2
	
	
	

	3
	
	
	

	4
	
	
	

	5
	
	
	





Problem Based Learning (PBL) Exercise – Week 1

Tutor will provide instructions on the requirements of the PBL and submission guidelines.

There will not be any solutions provided to any of the PBL exercise, as solutions defer. Problem Based questions are open-ended to allow students to think critically, analyse and provide solutions based on their understanding. Make sure solutions should be concise and address each point specific to in-depth technical knowledge.

However, tutors will provide feedback during each class.

All PBL classes are based on flip-learning.
“The flipped classroom describes a reversal of traditional teaching where students gain first exposure to new material outside of class, usually via reading or lecture videos, and then class time is used to do the harder work of assimilating that knowledge through strategies such as problem-solving, discussion or debates (https://cft.vanderbilt.edu/guides-sub-pages/flipping-the-classroom/)”. 

Week 1 Exercise:

XYZ company is planning to have a network of 18 luxury hotels which are located on three continents, in locations such as Hong Kong, London, Geneva, Bermuda, Bangkok and Singapore.

Discuss on the following topics:
· What type of network can be designed?
· What are the networking devices to be used?
· What type of cables to be used?


Problem Based Learning (PBL) Exercises from Week 2-11
1. Network design proposal for casino
Project Scope
The project aims to design a network for a casino. The casino has 10 floors including the ground floor. The ground floor has a lobby area. Each floor also has a lobby area. There are 40 rooms in each floor, each of which has a network point to which the guest PC is connected. The casino network has two servers which are used by the staff. A high speed internet connection is available which is to be shared by the guest and staff network. There is a total of 25 staff in the casino based at the ground floor.

Project requirement
1. Network Topology diagram.
2. Identify the hardware required such as routers, switches, access points
3. The network has to be segregated into guest and staff
4. The guest network should not have access to the staff network.
5. Network design and IP address table.
6. Configurations and features on the devices.
Contents
· Project Scope
· Project requirements
· Hardware analysis
· Network design – Consider Human factor (User-Centric Design) concepts
· Topology diagram
· IP addresses table including netmask (with justification)



2. Network design proposal for Bank
Project Scope
A network proposal has to be developed for a bank. The bank has a main office, which is located in London, and has 5 branch offices located at Paris, California, India, Dubai and Qatar. The bank has an application server, which is used by it’s customers across the world for online transactions. All the branches have high speed internet connection. There are approximately 100 users in each of the branch offices and 200 users in the main office.
Network requirements.
1. Identify the hardware components required to setup the network for the Bank
2. High availability should be available to the application server, which is accessible using https protocol. 
3. The application server should be setup in a secure manner with network and host level protection. 
4. All traffic into the application server should be scanned for security attacks.
5. IP network design for the branch and main offices.
6. IP addressing range for users and hardware components.
7. The users at different locations should be able to access each other, including the application server.
8. Identify the features and methodology which would be followed to achieve the solution.
9. Network Topology diagram.
Report Contents
· Project Scope
· Project requirements
· Network requirement analysis
· Hardware and software requirement analysis
· Network design – Consider Human factor (User-Centric Design) concepts
· Features and Services (VLAN, ACL, Static NAT, Failover cluster)
· Network Topology Diagram
· IP Network design
· IP address design

3. LAN Network design with redundancy
Project Scope
A network which has redundancy in the design to be setup for an organization. The organization is currently having an internet connection, which is setup using a Cisco router. The gateway addresses for users in the LAN is currently provided as an intermediate routers address, which would then forward all internet bound packets to the internet router. The network has to be upgraded by having dual intermediate routers which would automatically failover, and provide high availability access to the internet. HSRP is to be used for the deployment. The project identifies the configurations required on Cisco routers to achieve the same.
Networking requirements
1. LAN IP network design.
2. Network Topology diagram.
3. Configurations required on the routers to setup high availability with HSRP.
4. Configurations required on the routers to setup appropriate IP address and internet packet forwarding on the routers.
5. Configurations required on the LAN PC’s for appropriate gateway parameters.
6. Verification and Testing Procedure
Content
· Project Scope
· Project requirements
· Network requirement analysis
· Features and Services
· Network design – Consider Human factor (User-Centric Design) concepts
· IP Network Design with table for users and components
· Network configuration tips
· Network Topology Diagram




4. Design a pre-sales proposal for network setup in a university
A pre-sales design proposal for network setup in a university. The university has the following 7 departments: IT, Finance, HR, Management, Faculty, Students, and R&D.
The university has an ADSL internet connection which would be used by the departments except for the R&D department which should not have access to the same. All the departments should be able to communicate with each other. Each department contains 50-100 users.
Networking Requirement
1. The active network components which are required ( Routers , Switches ).
2. The number of switches , routers which are required for the design.
3. The IP Design schema for the department.
4. Explanation of the details required to be configured on the Switch and how to create different departments with VLAN.
5. Explanation of how to restrict internet connection for R&D Department and allow access for the other departments with Access control lists on the Router.
6. Identify the feature on the router which is required for sharing the Internet for the users.
7. Network Design Diagram.
Content
· Project Scope
· Project requirements
· Network design – Consider Human factor (User-Centric Design) concepts
· Network Topology Diagram
a. Switch configuration (VLAN, Trunking)
b. Router configuration (VLAN sub interface, Access lists)
c. DHCP configuration (Scope creation with screen shot)
d. Access point, server configuration guidelines.

5. Remote access VPN Network design behind NAT router
Project scope and description
In this project, a network has to be designed for remote access VPN. A windows XP VPN server is to be setup behind a Cisco NAT router.
The NAT router has a public IP address received dynamically by the ISP, which is also required to be used by the LAN users for internet. The remote users should be able to connect to the public IP address of the router, and establish connectivity with the VPN server. After connection is established, the remote user should be able to access systems on the LAN. LAN and VPN network should be segregated using appropriate VLAN’s
[image: Windows XP VPN SERVER SETUP BEHIND CISCO NAT ROUTER]
Contents
· Project scope and description
· Hardware and Software requirements
· Network Implementation Strategy
· IP and VLAN Network design and Configuration – Consider Human factor (User-Centric Design) concepts
· TCP/IP adapter screenshot on VPN Server
· TCP/IP adapter screenshot on LAN PC1
· Windows VPN Server configuration screenshots
· VPN Client configuration on Windows 
· Network Topology Diagram with IP addressing


6. IP CCTV Network Design for Enterprise
Project Scope
An enterprise network has to be integrated with IP CCTV’s. The network has 4 floors. Each of the floors has approx 40 users. There are a total of 4 nos of 48 port switches at each floor. The computers of the users receive IP address through a dhcp server, which is setup on the broadband ADSL router from the 192.168.1.0/24 network. After requirement analysis, it has been analysed that 3 CCTV’s has to be setup at each of the floors.
Network requirement analysis
1. Infrastructure analysis for CCTV integration.
2. IP addresses design for CCTV.
3. Identifying used IP addresses on the network.
4. Remote access procedure for CCTV from the admin PC in the enterprise.
5. Remote access of CCTV’s from the internet.
6. Mechanism to access CCTV using names.
7. Recommended CCTVs with model.
Report Contents
· Project Scope
· Project requirements
· Infrastructure Analysis
· Existing network Infrastructure diagram.
· Existing IP address identification procedure
· IP address design for CCTV – Consider Human Factor (User-Centric Design) Concept
· Procedure for CCTV Remote access from central PC procedure
· Procedure for Remote access of CCTV’s from the internet
· Network Topology diagram of remote access from internet.
· IP address to name mapping table.
· Naming convention.
· Mechanism to access CCTV’s using names.
· Recommended CCTV Models


7. Small Business Network Design with Guest Network
Project Scope
A small business network has to be designed for an organization. The organization has occasional guest users (Max 10) visiting the office. There are a total of 50 users in the organization. A FTP server is also available for sharing files.
Network requirement.
1. Separate subnet for guest and LAN network.
2. The guest network should be restricted to access only FTP service on the FTP server and all other access to the LAN network should be blocked.
3. IP Network Design
4. Identify the hardware – Switches and Routers.
5. Configuration details on hardware
Report Contents
· Project Title
· Project Scope
· Network planning 
· IP Network design table – Consider Human Factor (User-Centric Design)  Concept
· Network Topology diagram with IP addresses
· Network Integration plan



8. Network Security Policy Implementation for Campus
Project Scope
A network has to designed aligning to the network security policy requirements outlined below for a campus. The campus has faculty and students. There are 50 users in the faculty and 150 users in the student section respectively. There are two servers on the network, which is used for a social network application and file sharing. The social network application is accessible by web browsers with appropriate username and password combinations. The file server is accessible using FTP client.
Network & Policy Requirements
1. Provide only FTP access to users to the FTP server and all other service only to network admin.
2. Allow only web access to the Social network server and disallow all other service to users other than admin.
3. Mac-level authentication to be provided to users on the network.
4. Remote access to router should be secured with password for admin.
5. The users and the servers should be on separate networks.
6. Cisco based infrastructure to be used.
7. Identify the configurations wherever appropriate.
8. Identify the quantity of switches, routers etc.
Report Contents
· Project Scope
· Network & Policy requirements
· Requirement analysis
· Hardware analysis
· TCP/IP Network Design – Consider Human Factor (User-Centric Design) Concept
· Topology diagram with IP addressing



9. VLAN network design with restricted internet access
Project Scope
To design a network for a software development organization based on vlan with Cisco routers and switches. The organization has three departments, development, testing and trainee and a high speed internet connection.
The trainee department should not have access to internet browsing, but all other communication should be allowed on the internet. The users in all the departments should have inter access communication with each other. All the departments should be on different IP networks.
Project Requirements
1. Design different vlans for each department.
2. Design and map IP network addresses for each vlan.
3. Cisco based routers and switches to be used.
4. Identify the configurations required on the routers and switches for the solutions like vlan, intervlan routing, internet access restriction etc.
5. Identify the TCP/IP adapter configurations which are required to be setup on the clients.
Report – Contents below
· Project Scope
· Project Requirement
· Hardware and Software
· Network design – Consider Human factor (User-Centric Design) concepts
· Network topology diagram
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