Secure Videoconferencing Communications Transcript
[MUSIC PLAYING]
You have been appointed the Deputy Chief Information Security Officer at one of the subsidiaries of the media company you work for. As the company continues to expand geographically, the CEO wants to manage travel costs by using real-time low cost commercial video conferencing systems for meetings and collaboration. However, such systems come with security issues.
There have been disturbing reports of malicious actors stealing emails, videos, and sensitive data from other media companies. The company's Chief Information Officer, or CIO, and Chief Technology Officer, or CTO, say that video conferencing systems will integrate with the current enterprise networks. But they did not assess system options.
They, along with the Chief Information Security Officer, or CISO, have asked you to recommend a modernization strategy for the company's video conferencing while maintaining the security of the sensitive information discussed by the users. Business communications between subject matter experts, engineers, and executive leaders must be protected. Your task is to provide a proposal for a secure video conferencing system.
You need to analyze the features of three videoconferencing systems and provide an overview of each system. After you complete the overview of the systems, you'll recommend a system which best meets the business functionality and security requirements. You will also prepare a set of high level executive briefing slides to give the CEO and CIO an overview of your study. Your study and recommendation will be critical to the company's success.

Cybersecurity professionals are frequently required to assess the security, risk applications, and systems for business communications before they can be added to an organization's network. CISOs need to assess risks posed to the organization and develop new security measures or adjust current measures to address these risks appropriately. These evaluations involve comparing competing applications or systems against the organization's baseline to determine the best balance between business needs and the security and risk appetite of the organization.
Videoconferencing and collaboration systems vary in cost, configuration, functionality, use, and collaboration capability. These systems are trusted to facilitate sensitive and proprietary discussions through their use of encrypted communication channels. Yet these systems have vulnerabilities and are prone to threats and attacks ranging from phishing, credential compromise, and even malware insertion. Therefore, analysis of possible threats, attacks, and vulnerabilities inherent in these systems is critical in developing defense and protection strategies for voice and video data at all endpoints and during transit.
In this project, you will create a proposal for a secure videoconferencing system, which will include an executive summary, briefing/slide presentation, and lab report. The details can be found in the final step of the project.
There are six steps to the project, and the project as a whole should take about two weeks to complete. Begin with the workplace scenario and then continue to Step 1.


Deliverables
Proposal for Secure Videoconferencing, Slides to Support Executive Briefing, Lab Report
When you submit your project, your work will be evaluated using the competencies listed below. You can use the list below to self-check your work before submission.
· 1.1: Organize document or presentation in a manner that promotes understanding and meets the requirements of the assignment.
· 1.2: Develop coherent paragraphs or points to be internally unified and function as part of the whole document or presentation.
· 1.3: Provide sufficient, correctly cited support that substantiates the writer’s ideas.
· 1.4: Tailor communications to the audience.
· 1.5: Use sentence structure appropriate to the task, message and audience.
· 1.6: Follow conventions of Standard Written English.
· 1.7: Create neat and professional looking documents appropriate for the project.
· 1.8: Create clear oral messages.
· 2.1: Identify and clearly explain the issue, question, or problem under critical consideration.
· 2.2: Locate and access sufficient information to investigate the issue or problem.
· 2.3: Evaluate the information in a logical and organized manner to determine its value and relevance to the problem.
· 2.4: Consider and analyze information in context to the issue or problem.
· 2.5: Develop well-reasoned ideas, conclusions or decisions, checking them against relevant criteria and benchmarks.
· 5.6: Explore and address cybersecurity concerns, promote awareness, best practice, and emerging technology.
· 5.7: Apply proven methods to secure telecommunications media, transmission, and protocol.
· 6.3: Specify security solutions based on knowledge of principles, procedures, & tools of data mgmt, such as modeling techniques, data backup, data recovery, data directories, data warehousing, data mining, data disposal, & data standardization processes.
· 7.3: Knowledge of methods and tools used for risk management and mitigation of risk.
· 7.4: Knowledge of policies, processes, & technologies used to create a balanced approach to identifying and assessing risks to information assets, personnel, facilities, & equipment, and to manage affordable mitigation strategies that meet security needs.
· 8.6: Provides professional preparation for computer digital forensics, investigation of crime, and preservation of digital evidence in criminal and civil investigations and information security incident response.
· 9.4: Manages and supports the acquisition life cycle and cybersecurity products used in the organization’s design, development, and maintenance of its infrastructure to minimize potential risks and vulnerabilities.

· Step 1: Develop Functional Requirements for Videoconferencing
· The first step in your proposal for a secure videoconferencing system is to develop a set of functional requirements for videoconferencing that you believe the media company will need based on its geographic dispersion and business needs.
· In developing those requirements, research three videoconferencing solutions such as Skype, GotoMeeting, Polycom, and Cisco Webex and explain their capabilities, advantages, and disadvantages. Identify costs as well as implementation and support requirements.
· The functional requirements and the three possible solutions will be a section of your Proposal for Secure Videoconferencing. In the next step, you will review the challenges of implementing those solutions.


Functional Requirements
Functional requirements are at the heart of systems or technology development. Functional requirements specify the behavior of a system and determine what the system should do. These requirements are developed well before the acquisition or development of systems. The activity can be performed during the system design and can be application- or architecture-driven. For example, a functional requirement for a calculator would be "must be able to add, subtract, multiply, and divide numbers."
Typical functional requirements are (Eriksson, 2012):
· business rules
· transaction corrections, adjustments, and cancellations
· administrative functions
· authentication
· authorization levels
· audit tracking
· external interfaces
· certification requirements
· reporting requirements
· historical data
· legal or regulatory requirements
These rules determine things such as operations, systems reports, and workflow. These requirements are also the determining factor when evaluating system compliance. Typically, the flow of functional requirements incorporates such things as user request, feature, use case, and business rule.
Example:
1. User request: I need to send secure messages in the new application.
2. Feature: End-to-end encryption when sending messages.
3. Use case: This feature will be enabled when the application sends communications to the database.
4. Business rule: All encryption must be FIPS 140-2 compliant.
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Videoconferencing
Videoconferencing is a collaboration technology to allow people who are geographically dispersed to have rich discussions, file sharing, or even social conversations. Such technology can have audio, video, recording, file sharing, presence notification, chat, polling, and other similar features.
These systems can also have a range of security features such as encryption. However, many videoconferencing systems are susceptible to security vulnerabilities such as snooping, or file, image, or other forms of data capture.
Videoconferencing systems can be hardware- or software-based and can operate using a range of network protocols. Some videoconferencing systems are simple web-based systems and require little or no additional hardware or software to function. They can be available at little or no cost. However, some complex and high-end systems can cost thousands of dollars.
Due to high bandwidth requirements to transmit audio and video through the network in real time, real-time conferencing systems generally employ digital compression technology such as codec.
The following are some of the most common forms of videoconferencing tools:
Laptop, computer, or smartphone with internal or external camera: This form of videoconferencing is easily accessed through the computer, laptop, or smartphone camera or attachable device using tools such as Google Hangouts, Skype, or other similar software. These commonly and freely available software programs allow videoconferencing, messaging, and screen and file sharing with other users.
WebRTC conferencing: While many videoconferencing systems require proprietary software, this form of videoconferencing usually uses a web browser and does not require a separate software application. An add-in to the browser may have to be downloaded to access the microphone and local camera. Cisco's WebEx is an example of WebRTC conferencing. The browser must be a WebRTC-compliant browser.
Standalone and hardware-based conferencing: Enterprise collaboration systems typically can connect an entire meeting room to several other meeting rooms, which can be globally dispersed. These systems usually have remote control cameras of such superb quality that people may forget they are not in the same room. These systems include both hardware and software, which control the camera angles and videoconferencing.
Such systems are frequently controlled by central controllers called gateways. They can have elaborate scheduling and recording systems associated with them. Sometimes they are physically tied to the location such as a conference room or classroom and are usually not not portable. Cisco's Telepresence and Polycom are examples of this type of high-end videoconferencing systems, which are in wide use in enterprise environments.
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Step 2: Discuss Implementation Challenges
In the previous step, you outlined the requirements for secure videoconferencing for the company and outlined three potential solutions. Part of your final proposal should also include the advantages and disadvantages of the implementation options for the three systems you selected. This section of the proposal also must include the changes the media company will need to make to implement the systems.
Additionally, explain how system administration or privileged identity managementwill operate with these systems. You will also need to examine how data exfiltrationwill occur with each of the new systems.
The changes to the systems and challenges for the implementation of these potential solutions will be an important section of your Proposal for Secure Videoconferencing. In the next step, you will take a closer look at the track records of each of the potential videoconferencing vendors.
Privileged Identity Management
Privileged identity management prevents the abuse of superuser accounts. Superusers have higher levels of system access and privileges compared to normal system users. Therefore, these accounts are also called privileged accounts. They have increased access and power to organizational systems or data.
Typically, these users of these accounts are within the IT department, such as database administrators (DBAs) and system administrators (sys admins). Business users, executives, and certain applications can also have elevated privileges and are considered privileged users. If these accounts are loosely governed or mismanaged, then loss or theft can easily occur. During most major breaches, attackers have used the identity of a privileged user to exfiltrate data.
Privileged identity management is invoked by organizational policies for superusers. Policies must be created, and then a management model should be constructed for identification of responsibilities and reporting. Privileged identity management can help prevent the loss of data or data breaches and can also assist with meeting compliance regulations. Some of the following account and password policies can be used:
· length and longevity of password
· complexity of password
· access lists for privileged accounts
· logs and recordings
However, passwords have become such a major security flaw in organizations that proper privileged identity management should use a far more sophisticated and secure authentication and authorization technique. These techniques should also ensure that they are immune to keystroke loggers, which can record keystrokes and steal passwords.
An organization should also invoke the following and other controls to maintain security over privileged accounts and users:
· monitor the activity of the account using technology, and alert or block attempts at data exfiltration
· session isolation using a session proxy server
· removal of old accounts: terminated employees and accounts that have not been used within a certain amount of time
· invoke principle of least privileged; make sure users have the minimum access needed on systems
· separation of duties; users should not have significant control over multiple business processes
· use validated cryptography FIPS 140-2
· conduct a penetration test to search for privileged accounts that can be exploited
Resources
· Priviledge Identity Management-CyberArk
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Exfiltration
Data exfiltration is the unauthorized removal of data from an organizational environment. This includes malicious copying, transferral, and retrieval of data. Data exfiltration can occur physically or remotely and can be manual or automated. It is considered a breach of security. This can occur when hackers target an organization for its data, such as passwords, personally identifiable information (PII), protected health information (PHI), trade secrets, or intellectual property.
Exfiltration is a primary attack method for advanced persistent threats (APTs), which target  organizational data.
Data exfiltration* can be monitored and prevented by implementing controls such as:
· ingress/egress traffic inspection
· strict policies/IT controls for physical and digital security
· data leak prevention (DLP) software
· data loss prevention
· tokenization
· data obfuscation
· context sensitive devices and data
· block chain
· role-based access control (RBAC)
· encryption
· password hardening

Step 3: Identify Vendor Risks
You've finished outlining the pros and cons of three videoconferencing systems. Now, it's time to take a close look at how they serve their clients. This will take some research. Look at the systems' known vulnerabilities and exploits. Examine and explain the past history of each vendor with normal notification timelines, release of patches, or work-arounds (solutions within the system without using a patch). Your goal is to know the timeliness of response with each company in helping customers stay secure.
This step will be a section of your Proposal for Secure Videoconferencing.
In the next step, you will outline best practices for secure videoconferencing that will be part of your overall proposal to management.
Step 4: Develop Best Practices for Secure Videoconferencing
The last few steps have been devoted to analyzing potential videoconferencing solutions. But obtaining a trusted vendor is just part of the security efforts. Another important step is to ensure that users and system administrators conduct the company's videoconferencing in a secure manner. In this step, outline security best practices for videoconferencing that you would like users and systems administrators to follow. Discuss how these best practices will improve security and minimize risks of data exfiltration as well as snooping.
This "best practices" section will be part of the overall Proposal for Secure Videoconferencing.
Snooping
The term "snooping" pertains to monitoring activity surreptitiously. This can be synonymous with sniffing, which is the eavesdropping of network traffic. Packet-capturing tools like Wireshark "sniff" traffic on the network.
Snooping can occur in organizations in some of the following ways::
Authorized snooping: Monitoring of the network and worker conduct, looking for patterns of behavior or deviations from the norm.
Unauthorized snooping: Looking over someone's shoulder, listening to private conversations of coworkers or others without a "need to know," seeking access to information.
Snooping in public places is more common and can occur at cybercafes, hotels, meetings, public events, and other gathering places. Malicious snooping activities at such public places usually include stealing passwords, credit card numbers, or personal information. Encryption can provide some level of protection against snooping.
Some of the harmful consequences of snooping are intellectual property loss, identity theft, or financial loss. Someone can steal information, gain access to information, or gain organizational competitive knowledge or unfair advantages through snooping.
Technology users can use several techniques to minimize the dangers of snooping such as minimizing work-related conversations in public, using privacy screen protection for laptops, keeping all documents in a safe and secure location, never entering passwords in hotel lobby computers, using encrypted sessions for all work, and securing access to computing devices.
Step 5: Develop System Integrity Checks
As part of the overall proposal, the CISO has asked you to develop system integrity checks for files shared between users of the videoconferencing systems. These checks will ensure file protection and prevent exfiltration of sensitive files.
The lab exercise will show how this is done. In this step, you will generate a lab report that will be part of your final assignment. The lab instructions will tell you what the report needs to contain.
Note:
You will use the tools in Workspace for this step. If you need help outside the classroom, you can register for the CLAB 699 Cyber Computing Lab Assistance (go to the Discussions List for registration information). Lab assistants are available to help.
Click here to access the instructions for Navigating the Workspace and the Lab Setup.
Click here to access the Project 4 Workspace Exercise Instructions. Explore the tutorials and user guides to learn more about the tools you will use. Then, enter Workspace (http://virtualdesktop.umuc.edu/).
This will be a section of your Proposal for Secure Videoconferencing.
Now, you are ready for the final step, which will be to put all of the components of the proposal together for management. Remember, your task is to recommend the best videoconferencing system for the company. Part of that proposal includes a set of high-level executive briefing slides.
Step 6: Submit Your Proposal for Secure Videoconferencing and All Related Materials
It's time to prepare your materials on secure videoconferencing for management. Your task is to recommend a system that best meets the business functionality and security requirements of the company. As part of that recommendation, you will also prepare a set of high-level executive briefing slides to give the CEO and CIO an overview of your study.
The assignments for this project are as follows:
1. Executive briefing: This is a three- to five-slide visual presentation for business executives and board members.
2. Executive summary: This is a one-page summary at the beginning of your Proposal for Secure Videoconferencing.
3. [bookmark: _GoBack]Proposal for Secure Videoconferencing: Your report should be a minimum six-page double-spaced Word document with citations in APA format. The page count does not include figures, diagrams, tables or citations.
4. Lab report: Generated from Workspace.
Submit all four components to the assignment folder.


Before you submit your assignment, review the competencies below, which your instructor will use to evaluate your work. A good practice would be to use each competency as a self-check to confirm you have incorporated all of them in your work.
· 1.1: Organize document or presentation in a manner that promotes understanding and meets the requirements of the assignment.
· 1.2: Develop coherent paragraphs or points to be internally unified and function as part of the whole document or presentation.
· 1.3: Provide sufficient, correctly cited support that substantiates the writer’s ideas.
· 1.4: Tailor communications to the audience.
· 1.5: Use sentence structure appropriate to the task, message and audience.
· 1.6: Follow conventions of Standard Written English.
· 1.7: Create neat and professional looking documents appropriate for the project.
· 1.8: Create clear oral messages.
· 2.1: Identify and clearly explain the issue, question, or problem under critical consideration.
· 2.2: Locate and access sufficient information to investigate the issue or problem.
· 2.3: Evaluate the information in a logical and organized manner to determine its value and relevance to the problem.
· 2.4: Consider and analyze information in context to the issue or problem.
· 2.5: Develop well-reasoned ideas, conclusions or decisions, checking them against relevant criteria and benchmarks.
· 5.6: Explore and address cybersecurity concerns, promote awareness, best practice, and emerging technology.
· 5.7: Apply proven methods to secure telecommunications media, transmission, and protocol.
· 6.3: Specify security solutions based on knowledge of principles, procedures, & tools of data mgmt, such as modeling techniques, data backup, data recovery, data directories, data warehousing, data mining, data disposal, & data standardization processes.
· 7.3: Knowledge of methods and tools used for risk management and mitigation of risk.
· 7.4: Knowledge of policies, processes, & technologies used to create a balanced approach to identifying and assessing risks to information assets, personnel, facilities, & equipment, and to manage affordable mitigation strategies that meet security needs.
· 8.6: Provides professional preparation for computer digital forensics, investigation of crime, and preservation of digital evidence in criminal and civil investigations and information security incident response.
· 9.4: Manages and supports the acquisition life cycle and cybersecurity products used in the organization’s design, development, and maintenance of its infrastructure to minimize potential risks and vulnerabilities.




