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Electronic medical record is called as the digital version of patient’s record includes history, medications, diagnosis, treatment plans, allergies, laboratory test results, radiology images and medications. Electronic medical records possess greater risk in terms of leaking of data and privacy. There is lack of interoperability in desperate systems. This report aims to identify the legal, safety, ethical considerations in electronic medical record and two major challenges in protecting the privacy of patient in today’s health care climate. 
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According to Abouelmehdi, et. al., (2018), electronic health records are offering easy access to health care information, improving healthcare, and decreasing costs. Ethical issues for electronic medical record usually involve health personnel and occurs when health data of patient are linked and shared without informing patient. The autonomy is jeopardized in this case and breach of ethical conduct of hospital organization. The patient may also conceal information due to fear of losing their privacy of information and thus treatment gets compromise. High risk involves in reveal of thousands of data of patient health. Electronic record is new modern era and climate of health care organization and manages the big data on daily basis error free and comprehensively. Electronic record brings many challenges for health care organization such as breach of security, confidentiality, privacy and inaccuracy of data. The liability of healthcare organization is to prevent the misuse of patient data and discharge the date safely. 
As per Ben-Assuli (2015), Duty are bound to healthcare organization to adhere privacy law, many other laws such as HITECH act, ONC law and other federal regulations etc. Due to new personal healthcare technologies and applications there are many regulations  which includes HIPAA standards fulfilment for electronic medical records and the role of professionals in using personal health applications such as caregiver of patients. Negligence in electronic medical records will lead to fraud, malpractices claims, penalties and even the imprisonment for not following the law. There will also ruining of image of organization and relationship with patient.
 	Electronic health records have sensitive information of patient in case if such information were divulged then there is a high chance of misuse and can lead to the destruction of patient image or health. Common ethical issues in healthcare organization are privacy of patient (Els and Cilliers, 2018). The challenges in this case for healthcare organization include designing of functionality which can allow patient to release only relevant information to parties who are reliable. This also includes appropriateness in round checking, clock data monitoring and legal and ethical issues which in relation to health disclosures in social networking sites.
Another ethical and social consideration for healthcare is the security of data such as personal health applications and records which are reporting the sensitive information in different electronic devices such as mobile devices and thus health care system need to be robust to secure the personal health applications. There are many automated interactions of patient with the healthcare professionals using automated system, devices and also include invitation of authoritative information which should be handled safely and securely by the organization. 
According to Mehraeen, et. al., (2016), cloud-based health record are popular for multinational health care organization or the healthcare organization having many units around the nation. Cloud-based technology involves the collaboration of health care information of all the units scattered and thus bringing the common platform for sharing and accessing of data. This helps the healthcare professionals to get easy and quick access to required data and handle emergency situations more effectively. Cloud computing helps health care organization to store the large data of patients and facilitate sharing of the data with physicians and hospitals anywhere around the world.
Storage challenges are always there with healthcare organization and thus integrating new system of recording is always a focus of the organization and thus cloud computing bought such opportunity for the organization. There is flexibility and scalable facility through this system for the organizations having many business units (Ganiga, et. al., 2020). This has increased the connectivity of medical devices and information of patient and constant collection of data. Organization is now challenged by storing clinical data online due to unauthorized access under HIPPA compliant. Leak of data and misuse of data is one of challenges of using cloud computing technology in health care. Cloud computing security is an important concern for health care as important information is recorded online which includes mainly the patient information. There is exchange of patient personal information using cloud communication platform. Therefore, healthcare organization requires having secure communication alerts which can give peace and also critical intelligence in saving information. Cloud computing is vital technology for healthcare and required to be used carefully. 
According to Roehrs, et. al., (2017), healthcare organization must adopt proper measures to prevent the safety and security of patient data or electronic medical record. There can be use of intrusion detective software, antivirus software, firewalls. Stringent policies should be followed for maintaining confidentiality and privacy of data. Routine random audits should also be part of organization weekly operations to ensure if hospital policies are followed. The system should be tracked with the use of audit trails. This will bring the detailed information of content, user, time, data and system can also yield the individual who is gaining access with proper time, date, screens accessed and duration of review (Ozair, et. al., 2015). The vendor for cloud computing should be wisely selected by organization and best software should be used for better solution of needs of organization which can provide the extreme security to the patient data. There should be provision of proper education and training to staff of healthcare and right framework to prevent the threat of breaching of data and misuse. 
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Thus, it is concluded that electronic medical record is significant for healthcare organization but possess lot of risk and threats in terms of breaching of data and misuse of data of patient. The health care organization must use the growing technology such as cloud computing and electronic recording of patient data but must be extra careful about managing them effectively. 
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