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Preview

You could think of today’s Internet as a sort of communication wonder drug that turned out to have
hundreds of beneficial off-label uses never imagined by its creators. However, as is so often the case
with wonder drugs and the law of unintended consequences, the benefits have come at a cost: Today's
net functions in a state of extreme precariousness, lacking tools or retrofits to mitigate its obsolescent
business, technical, and security models. A consortium of interests from academia, government and
industry are looking to reinvent the net, with the Clean Slate Internet Project.
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Executive Summary
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The internet is long overdue for a remodel, starting with a clean slate redesign of its foundation
technology, the TCP/IP protocol.

Clean Slate benefits to enterprise include vastly more granular management of data flows, reduced
network congestion, and appropriately assigned and predictable quality of service. For the first time, law-
and-order accountability will be designed into the net’s architecture, making it possible to effectively
police spammers and phishers, quickly identify and contain denial of service attacks, and forensically
identify the source of malware. Application of economic primitives would allow service providers to



handle network traffic as flows rather than packets, making it possible to attach value to streams,
recover costs for providing priority services, encourage investment and innovation in infrastructure, and
intelligently allocate bandwidth.

A clean slate approach to improving the Internet will not, however, be cheap. Significant costs of clean
slate redesign include retooling network hardware like routers and firewalls and reconfiguring or
rewriting software to take advantage of intelligence in the network layer. Risks of deferring the redesign
include continued instability in areas of security, traffic management, obsolescence of the internet
backbone components, and inability to scale as demand for bandwidth grows.

Description
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Today’s Internet has transformed enterprise. It fuels commerce, has redefined entertainment, and
bootstrapped the sense of community in a disconnected post-modern world. A relatively inexpensive
and egalitarian amenity, it touches us at home and at work, at the office, or on the go. Approximately
80% of US households currently enjoy some kind of Internet access, with virtually ubiquitous
connectivity in enterprises of all scales. In a very real sense, the "net" has come to epitomize the
successes of the information age, defining modern popular and business culture in so many ways that it
is hard to fathom an economy or perhaps even civilization in its absence. We know this. But like so
many things we know, there is more to the story, and it is the missing piece that matters.

The Internet is straining both under the weight of its own immense success and sharp divergence from
the usage model for which it was initially designed. The time may have come for an overhaul, a
complete redesign that fixes security problems, rationalizes market economics, and establishes service
classes for data flows. In a nutshell, we need a do-over: Tabula rasa, clean slate. Which is why, when
the National Science Foundation gathered researchers from Stanford, Carnegie Mellon, Pittsburgh
Supercomputing Center, and a handful of Internet industry power players including Cisco Systems and
AT&T, they named this endeavor The Clean Slate Internet Project.

Diagnosing the Problems

The Internet as we know it can be thought of as a sort of communication wonder drug that turned out to
have hundreds of beneficial off-label uses never contemplated or even imagined by its creators. As is SO
often the case with wonder drugs and the law of unintended consequences, the benefits have come at a
cost: The net is operating, but in a state of extreme precariousness, without adequate tools or retrofits to
mitigate its unsustainable business, technical, and security models. The best way to appreciate the
seriousness of the looming issues requires a recap of the original Internet architects’ key assumptions
and how those assumptions impact the net’s current role in commerce, public service, and popular
culture.

When it was designed in the late 1970’s, the Internet architecture assumed:

1. A relatively small, homogeneous user population of scientists and academics.
2. A relatively small number of permanently connected host computers in fixed locations.



3. Security was intended to prevent unauthorized access to individual host computers.
4. All data has the same economic value and the same scheduling priority.
5. Absolute guarantees of accuracy and completeness for all data transfers should be enforced.

Clearly, assumptions 1 and 2 were early casualties in the evolution of popular Internet culture; A stop at
any internet cafe demolishes both the early stereotype of a typical Internet user and the idea that all
computers stay where they start out. In addition, we have learned (at considerable cost) that original
security appraisals largely overlooked the fragility of the network itself. Susceptibility to Denial-of-
Service (DoS) attack has proven to be one of the most costly and dangerous flaws of the present
Internet architecture.

Yet more detrimental are the last two items in the initial design premise. TCP/IP’s rigid stipulations on
how the smallest discreet elements of data are transferred ultimately constrain incremental
improvements in Internet architecture. It is impossible to overcome the formidable hurdles of scale,
service, and security that loom ahead without a much more flexible, nuanced approach.

How Internet Protocols Created Perverse Cost Structures for ISPs

The original TCP/IP data handling implementation was patterned on a moderately arcane but widely
acknowledged classic work of early Internet research, the Saltzer/Clark/Reed End-to-End Connection
Principle. As a canon of Internet architecture, Saltzer has approximately the same weight and authority
as Moses’ golden tablets, so the subtleties matter. The significance of the End-to-End Connection
principle has to do with its pivotal role in the most fundamental network architecture pattern, the Open
Systems Interconnection Basic Reference Model. The OSI Model is a seven-layered abstract
description of how software applications communicate over a network, shown in Figure 1.

Figure 1. OSI Reference Model
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When two or more software applications communicate over a network connection, each is represented
by its own OSI protocol stack, sharing only the bottom-most physical layer. The first thing to note is the
Transport layer, home of TCP, lies roughly in the middle, and is implemented on the host computer. The
Network layer, implemented on routers, is the home of IP.

In the 1981 publication of their theory, Saltzer et al argued that every low level protocol feature imposes
a cost on the layers above it, whether or not those features have utility to the applications they underlie.
Extending this logic, the Saltzer team concluded that the best and most efficient network design
contemplated "dumb" networks and "smart" endpoints. Today’s Internet is built squarely on top of the
TCP/IP protocol suite, which imposes Saltzer’'s "dumb network/smart endpoints” constraint. Simple but
inflexible, TCP/IP operates on the assumption that all data are to be received exactly as transmitted,
with no errors and no losses. Here is how this works:

. IP( Internet Protocol ) operates at the network layer, behaves as a "dumb" data packet mover,
and operates routers in the real world implementation. The term "dumb” as used here means
that the protocol treats all packets in exactly the same way: there is no concept of scheduling
priority, and no way to assign cost or value to individual packets.

. TCP (Transmission Control Protocol), the "smart” transport layer, provides error detection,
retransmission and flow control. In the real world, TCP operates on host computers at
"endpoints” of an application to application conversation. It rigidly enforces constraints that
guarantee integrity of the data stream.



One of the chief benefits of the TCP Transport layer is that it provides absolute accuracy of the data
stream, performing checks on received packets and triggering retransmission of data streams that are
incomplete or corrupted. In its time, this guarantee was of fundamental importance, as the Internet
community consisted largely of scientists, engineers, and academics interested in exchanging research
data. Over the intervening three decades, however, the function of the Internet has transformed to
embrace uses never imagined by its designers, and the OSI model has suffered obsolescence.

First, the processing required to evaluate data for correctness and completeness introduces
considerable transmission latency, which is anathema to applications that operate in real time. Often
these applications (such as video-on-demand, videoconferencing, Internet radio and the like) can
tolerate some level of data loss or corruption and still maintain an acceptable quality of service. They do
not, however, gracefully tolerate diminished throughputs that are the consequence of TCP triggered
packet retransmissions.

Second, the OSI model assumes that all data packets have the same value, and in fact explicitly
enforces this assumption by prohibiting the IP layer from distinguishing data streams on the basis of
economics or priority. This shortcoming introduces considerable economic and technical obstacles.

It is no secret that as presently regulated and structured the Internet Service Provider niche has had a
dismal record of planting dollars and harvesting nickels. A significant factor in the unprofitability of the
ISP segment as a standalone business is that the lack of low-level network economic primitives makes
it impossible to rationally charge for transmission services, allocate bandwidth, and recover costs. By
way of analogy, imagine an airline that devotes 20 percent of its overall capacity to first class service but
cannot distinguish between first class passengers and coach passengers when selling tickets.

This, in a nutshell, resembles the critical economic failing of TCP/IP. Without the ability to recover costs,
ISPs have no incentive to invest in infrastructure, offer enhanced service or create next generation
network services.

Current View
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Why Starting From Scratch Is the Only Real Alternative

To create an economically and technically rational Internet market place, network providers must be
able to offer various classes of service and have the ability to differentiate between packet streams
based on service requirements. Clearly, some data transmissions still fit initial Internet design
assumptions, requiring absolute accuracy, but without particular sensitivity to latency: think email and
file transfers. Other types of transmissions demand high end-to-end throughput, but could tolerate some
losses and corruption: Internet radio and voice-over-1P telephony, for example. Finally, some
applications require fairly high rates of accuracy and high throughput, the bona fide business-class
travelers on the Internet’s data airline. Examples include remote medical applications and emergency
response support. This degree of granularity of network management requires packet-level economic
primitives-- something there is no practical way to retrofit to existing IP network infrastructure.



The "dumbness" of the IP Network layer poses another, more sinister threat to overall stability and
availability of the Internet: Susceptibility to DoS attack. Internet malefactors use various DoS strategies
to flood the net with spurious traffic, effectively blocking access to one or more host computers. What all
these insidious tactics have in common is a reliance on the inherent tediousness and complexity of
finding the source of the attack. The unintelligent nature of network routing infrastructure buys the
attacker time, offering brute force DoS thuggery an open field for hours or even days after the attack is
recognized.

Nor is all the trouble at the margin. Institutions and enterprises responsible for maintaining and
operating key elements of the Internet backbone have added their worries to the litany of looming
crises. Today’s network topologies have dramatically diverged from early assumptions about types of
devices, their physical properties, their locations, and their unique constraints. Starting from a TCP/IP
based internet, there is no evolutionary path that provides the flexibility to fully integrate emergent
optical, wireless, and CMOS network switching technologies that will be necessary to scale bandwidth
upward, and the trajectory of the bandwidth demand curve is heading uphill fast.

The Clean Slate Internet Design Project

Taking these and other warning signs into account, a realistic assessment on the part of leading Internet
theorists produced a consensus: It is time to design the next generation network, starting completely
from scratch. All current design assumptions are on the table, and none is considered sacrosanct.
Under the auspices of a broad, interdisciplinary consortium funded by the National Science Foundation,
the Clean Slate Internet Project is under way. Project leads include core groups at Stanford University,
Massachusetts Institute of Technology, Carnegie Mellon University, and Pittsburgh Supercomputing
Center. Industry sponsors include Cisco, AT&T, and others.

The Clean Slate Internet Project adopts a holistic approach to consideration of the future of networking,
including its impacts on commerce, culture and society. It contemplates five principal areas of study:

Network Architecture Study. The project will reevaluate many previous assumptions of the Internet’s
design, with the following aims:

. Defining packet flows, as opposed to individual packets, as the principal unit of network
manipulation.

. Reorienting addressing schemes, to reduce emphasis on physical network interfaces and rely
on more descriptive, intuitive schemes.

. Stabilizing and simplifying routing protocols.

. Designing solutions which leverage the physical structure of the real world network.

. Using dynamic circuit switching at the core of the network.

. Increasing the efficiency of network backbone design, to achieve less reliance on massive over-
provisioning.

. Redrawing the OSI Layer Model, with layer interfaces to better positioned to reflect current and
likely future practice.

. Creating techniques of network virtualization that allow ongoing, non disruptive evolution of
underlying infrastructure.

Improved Support for Heterogeneous Applications. The project will explore separation of tightly



integrated TCP behaviors, finding means to:

More efficiently and equitably allocate network resources.

Determine the value an application captures from allocation of network resources including
effects of bandwidth, delays, and losses.

Develop tools and techniques for network congestion control which modify their behaviors based
on awareness of the needs of a particular application.

Allow multipath routing to alleviate network congestion.

Provide explicit support for multicast and anycast data transport.

Integrate location based services, including network nodes that are aware of their geographic
location.

Accommodating Heterogeneous Physical Layers. The project will determine how best to integrate
optical, wireless, and ad hoc networks, including:

Evaluating the importance of optical switching in maintaining the continued ability to scale
bandwidth upward over time.

Quantify how future network switching configurations will be affected by power consumption,
generation of waste heat, and electronic complexity.

Anticipate what impacts wireless communication will have on network design, including
interference between users, mobility, dynamically changing link performance, and broadcast
capabilities.

Proactive Approaches for Maintaining Network Availability and Security. Perhaps the most
important goal of the project is to develop tools and strategies for defense against network-based
malware, including:

Tools for quarantining rapidly spreading attacks.

Ability to quickly and accurately identify compromised hosts.
Resilience in the face of DoS attacks.

Improved source authentication to improve spam and phishing filters.

Improved Understanding of Network Economics. The project must define economic and operational
models that give service providers sufficient incentive to develop and build next generation network
technology. Areas of concern include:

How do investment and operational costs influence sustainability of network infrastructure?
What is the proper balance between regulation and competition in developing ubiquitous
deployment of broadband networks?

Can content generate sufficient revenues to sustain investment in network infrastructure?

How can we best discern demand for varying levels of service and capture the cost of providing
it?

How will wireless spectrum be allocated among competing uses?

Clean Slate Research Tools Are Maturing:

The Clean Slate Internet Project has already achieved some impressive basic research milestones,



including:

. Creation of a software router that provides for interconnecting plug-in packet processing
modules. This basically amounts to an open architecture that will allow a next generation
internet to gracefully evolve as time and applications demand

. An experimental data packet generator that precisely controls timing and rate of packet
transmission. The packet generator is a key tool because it provides very accurate simulation.
Realistic networking experiments that were previously difficult or impossible can be performed
with only a handful of inexpensive computers, rather than a large scale live network.

. G, a high-level, declarative, packet-processing language that allows network researchers access
to high throughput network hardware technology without specialized hardware design
knowledge.

. NetFPGA, an open platform that allows researchers and students to build working prototypes of
high-speed, hardware-accelerated networking systems. NetFPGA is available to developers
worldwide, and includes a reprogrammable PCI card (installable in any PC with an available full-
length slot), reference implementations, and sample courseware.

. Improved IP lookup algorithms that take advantage of the memory hierarchy of the NetFPGA
board, using memory very efficiently to optimize for increased speed.

Outlook
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Many observers feel there will be tremendous resistance to a redesign of fundamental Internet
technologies, owing to huge costs of obsolescence for enterprise, providers, and consumers. To give
the Clean Slate Internet initiative proper context, it is instructive to consider the evolution of television,
tracing emergence of cable- and satellite-based delivery services and finally the impending shift to
digital broadcast formats. A study conducted in the late 1970’s discovered that more US households
had televisions than indoor plumbing. This demonstrates that at the height of adoption, first-generation
TV broadcast networks were, for practical purposes, completely ubiquitous. During this same era, three
competing content providers enjoyed a hegemonic control of the broadcast spectrum, enforced by FCC
regulation. Thus, early TV was defined by two attributes:

. Completely homogeneous infrastructure, rigidly defined standards, and little if any discretionary
choice for the end consumer.

. Government regulation which forestalled innovation by erecting barriers to market driven
economic models.

In the next era of TV evolution, providers piggybacked existing wireline network infrastructure to provide
consumers with greater content choice. Cable TV was born, eventually extending broadcast
infrastructure and creating an economic model where providers directly captured the value of content
from consumers in addition to tapping revenues from advertisers. The key features of the coaxial age
were:

. Innovation offers consumers more attractive and specifically tailored content, for which they
proved willing to pay subscription fees.
. Market incentives cause providers to invest in hybrid delivery technologies.



Fast forward to the most recent phase of TV evolution, when the FCC approved digital broadcast
formats that displaced the entrenched, ubiquitous analog broadcast technology from its 40 year camp-
out on a huge swath of the broadcast spectrum. This move effectively rendered all first generation
televisions obsolete.

The last chapter of TV evolution is where the take home lesson for Clean Slate Internet redesign lies.
To reiterate, at its height, analog TV enjoyed broader acceptance than indoor plumbing, dental flossing,
high school graduation, Mother’s Day, and full halts at stop signs combined. Though the FCC’s vote to
approve cutover to digital broadcast formats did generate controversy, it was a walkover when the
ballots were cast.

Two things were at work that parallel the current case of Clean Slate Internet design: First, consumers
are often much less reluctant to spend on new technologies than forecasters suggest, particularly when
the technology delivers entertainment. Second, broadcasters had serious technical problems that
threatened the integrity of the system as a whole, and there was no other remedy. The prospect of
running out of broadcast spectrum in large metropolitan areas was serious enough to make scrapping
televisions a desirable alternative. The Internet has hit the same sort of unscalable wall. Fundamentally,
Clean Slate adoption comes down to being less a matter of what it will cost to undertake redesign than
of what it will cost to do without the benefits that would accrue from one. Look at a sampling of
applications that provide the incentive.

Pervasive Computing, the Low Hanging Fruit

It is estimated that the average household wastes between 15 and 30 percent of the energy it
consumes by leaving electronic equipment like TVs, DVD players, and computers on standby; by failing
to optimally manage the use of heating and cooling; and through the deteriorating functioning of
appliances such as refrigerators and water heaters. Intelligent houses, equipped with pervasive
computing infrastructure, could reduce energy waste by orchestrating heating and cooling, scheduling
hibernation of electronics, and providing early detection of degradation in appliance performance. These
systems could be added to homes at a relatively low cost as part of new construction, realizing
dramatically improved energy efficiency. Key Clean Slate technologies necessary to support pervasive
computing include improvements in addressing schemes and improved efficiency of the Internet
backbone and switching infrastructure.

Telecommuting

Telecommuting offers significant benefits to employers, workers, and the common good. The 24 largest
cities in the US account for 80 percent of the nation’s traffic congestion, and required about 1,800 new
lane miles of interstate and 2,500 lane miles of streets per year during the last half of the 1990’s to keep
traffic flowing. This trend is clearly unsustainable for economic and environmental reasons. After
decades of disappointing investments in public transportation, telecommuting may offer a workable
alternative for reducing congestion and constraining the transportation related carbon footprint of the US
workforce. Key Clean Slate technologies necessary to support widespread use of telecommuting
include ability to flexibly route packet streams; valuing throughput over absolute accuracy; and
development of tools and strategies that ensure the availability and resilience of the network.

Healthcare



Healthcare services continue to recede from rural and impoverished regions, and the cost of caring for
the aging, the disabled, and people living in sparsely populated regions of the country is mushrooming.
The most promising means of providing monitoring, diagnosis, and screening services to these
populations is telemedicine. Telemedicine uses videoconferencing technology to unite patients and
healthcare providers, extending the reach of medical specialists, saving both doctors and patients time
and transportation expense. Nearly two dozen studies, including one by the State of Oregon and
another by the University of Carolina Medical School, have shown that healthcare providers and
consumers are highly satisfied with telemedicine. Telemedicine also received recent attention as a
pandemic preparedness and mitigation tool. In the event of widespread contagion, healthcare providers
could remotely render assistance to infected people while limiting the risks of exposure both to
themselves and the wider public. Broadly deployed home access to two-way video and a mechanism for
preemptive high-priority routing for data streams are requirements for growth of telemedicine
technologies.

Key clean slate internet technologies for telemedicine include the ability to recognize packet streams
and prioritize their routing, reroute around congested network nodes, and provide sufficient bandwidth
for high definition digital video.

Internet Organized Crime

The Internet has become the lifeblood of the world economy, spanning continents, time zones, and
chasms of culture. It is astonishing that something so completely critical to the functioning of the
developed world is at the same time so terribly fragile and vulnerable. Today’s internet threats are the
product of increasingly sophisticated, focused efforts of savvy criminal organizations which are both well
equipped and well informed. They currently operate with tremendous advantage in that they can easily
and effectively conceal both their true identity and the points of origin of their attacks. Key clean slate
Internet technologies include built-in policing tools; the ability to rapidly contain denial of service attacks;
and forensics that can positively identify the source of malware

Recommendations
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Temper the Skepticism

To seasoned networking professionals, the Clean Slate Internet Project evokes utopian computing
trends of the past. In fairness, a certain amount of mature skepticism is reasonably justified. All-things-to-
all people schemes have a tendency to collapse under the weight of their own pomposity. However, the
same degree of experience that gives rise to skepticism about Clean Slate must also inform the
reflection that it is a minor miracle that the Internet functions at all in its current implementation: Most of
the original design assumptions are completely invalidated by current use cases. As a matter of
practicality, it is unlikely the Clean Slate effort will result in a monolithic replacement of existing
technology along the lines of the HDTV cutover. However, it will certainly yield results that provide

strong migration incentives for incremental adoption of Clean Slate’s improved economic and security
features.



Monitor Incremental Progress

Stay informed about current trends and emerging technologies by joining Clean Slate and Internet2
communities of interest. These users’ groups are currently academic in character, but they deal with
issues that have broad applications in enterprise computing. Of particular interest are their efforts in the
areas of finding better strategies for handling high-bandwidth applications and implementing protocols
that secure networks against attack. Both of these ongoing areas of research have immediate and
obvious benefits to enterprise and encourage early experience and participation in experimentation.

Understand and Communicate Current Problems

The inherent weaknesses of the TCP/IP protocol suite tend to be opaque to non-technical managers
and end users. This is a key communication issue for IT professionals, because most of the
shortcomings of today’s Internet arise from this fundamental building block. Delivering the news that the
patient is not expected to live and perhaps should even be euthanized is undoubtedly going to result in
some heated controversy in the executive suite.

. Know the specifics of TCP/IP’s vulnerabilities, and be able to clearly and concisely explain why it
is a candy store for digital criminals and a miasma of congestion for high-bandwidth, high-
performance applications;

. Be able to describe how net savvy programmers can exploit tunneling techniques to punch
through firewall defenses and create untraceable DoS attacks;

. And, most important, be able to describe the potential gains for enterprise when economic
primitives make the Internet economically rational and consistent and provide discerning class of
service options matched to application requirements.

Web Links
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Federal Communications Commission Broadband Activities: http://www.fcc.gov/broadband/
Global Environment for Network Innovations: http://www.geni.net/

Internet2 Communities: http://www.internet2.edu/communities/index.cfm

National Science Foundation Future Internet Design Initiative: http://www.nets-find.net/
Stanford Clean Slate Internet Research Project: http://cleanslate.stanford.edu/

The 100x100 Internet Access Project: http://100x100network.org
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