Premise

Consider the following case study.

MusicOnDemand is a new subscription-based service for on-demand Internet streaming audio media. There are three types of users for MusicOnDemand:
1. Standard users;
2. Premium users;
3. Maintainers.

Standard and Premium users are able to log in, renew their subscriptions, search and have access to the standard audio library. In addition, Premier users have access to the latest release library. Maintainers are able to log in, add songs, modify user’s subscriptions, search for any type of songs, and read the audit log involving users’ activities.

An unregistered individual can obtain access to the system via an automatic procedure involving the payment of the subscription through the DBTI bank: such a procedure can be audited by maintainers.

The external dependencies are presented in Table 1.

	ID
	ID Description

	1
	The MusicOnDemand Web application runs on a Linux server running Apache

	2
	The database server is MySQL and it runs on a Linux server

	3
	The connection between the Web Server and the Database
Server is over a TCP/IP network

	4
	The Web Server is behind a firewall

	5
	The Web Server access the back-end of the DBTI bank via a web
service interface over HTTPs


Table 1: List of external dependencies.

You are assigned to be part of the threat modelling team. You need to follow the main steps of the threat modelling process as presented in the course:

1. Decompose the application using data flow diagrams, system architecture
diagrams, and a table describing the main components and users
of the system;

2. Determine 6 serious threats to the system using the STRIDE model
and threat trees: they must refer to distinct classes of the STRIDE
model;

3. Rank the threats by decreasing risk using the DREAD model and tables
of threats description for each threat identified;

4. Choose how to respond to each threat;

5. Choose techniques to mitigate the threats;

6. Choose the appropriate technologies for the identified techniques.

[bookmark: _GoBack]Any assumption not grounded on information presented in the given case study must be clearly marked in the report.

Instructions
The coursework is in the form of a report: Word and Latex template for the report are available on learning central. Adherence to the template is mandatory, as well as to minimise the written text. If comments are needed, please use footnotes. The report needs to be submitted in PDF format only, electronically via Learning Central.

The following criteria will guide the marking of this coursework:

1. Decompose the application (20%):
_ Usage of data flow diagrams representing several levels (10%);
_ Complete representation of the system with its main components and users in the form of system   architecture diagram suitable for representation of a physical model (5%);
_ Providing information about the main components and user of the system in appropriate tables (5%);

2. Determine the threats to the system (80%).
For each of the 6 threats that have to be identified:
_ 4% for the threat tree;
_ 3% for the DREAD classification and final risk level computation;
_ 1% for each of the remaining elements of the table—i.e. Thread Description, Threat Target, Threat Category, Response, Mitigation Techniques, Mitigation Technologies—excluding Comments, which is optional.

2% for ordering the threats in decreasing order of importance.
In the case two threats belong to non-distinct classes w.r.t. the STRIDE model (e.g. two threats belonging to “Spoofing”; or one threat belonging to “Spoofing” and one belonging to “Spoofing” and “Tampering”),
only the analysis of the first threat encountered in the text will be evaluated. The analysis of the threat will not marked if such a threat is erroneously classified and in fact it belongs to a class already considered
in a previous analysis of another threat.
