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Abstract 
Upgrading 30 computers could not go without some risks involved. During the process there could be inadequate hardware, loss of data, errors during the set, and problems with drivers. This paper will address each of these risks and how they are unique to this IT project.   Methods to identify these risks will be discussed, as well as the similarities and overlapping features of the methodology.   
















Replacement of an old version of a product with a new version of the same product is called up gradation. Up gradation of computer systems in a company is necessary in order to cope up with the latest technologies and fast changing different modes of sharing of information, to improve the speed and efficiency of the systems, to make the work easier and quicker and  hence above all to reduce the overall cost of organization. But, up gradation is an extremely troublesome work, especially if you do not fully understand the risks and the consequences involved in it. For a successful up gradation of the computer systems of the company, company should do assessment of few things involved in the process of up gradation like estimate of cost involved, availability of resources required, budgets for security capabilities etc. Apart from this, there are various kinds of  risks or threats involved in the up gradation of the computer systems of the company, particularly if these systems access through the same company’s network and have common installation of the software, security components etc.  Risk identification means the anticipation of the risks or hazards which may occur, their characteristics, time duration and the outcome. These risks may cause a great damage if proper care is not taken beforehand. Therefore, it is very important to identify the risks and take preventive measures to avoid these risks for a harmless up gradation of the computer systems. 
[bookmark: _GoBack]Risks Involved
Identification of risks is the first and the foremost step before upgrading of any computer system, whether it is of a personal computer at home or of several computers of a company. Up gradation in the latter involves more risk and requires more conscious effort because error in one can affect and damage the others as they are interconnected through the common network. Various companies have various set of risks and their corresponding solutions. After a careful analysis of all aspects, it is anticipated that four major risks are involved in our company and they are as follows:
•	Inadequate Hardware: New operating systems generally need bulkier hardware than their prior ones. Being an IT company, our company will require much more hefty hardware. Hardware which can run the previous operating system may face difficulty to run the upgraded new operating system or may not even run at all. Since new OS will be faster and will also occupy more memory so it is suspected that old hardware may not be able to support it and may impose a threat to its working. Without installation of new hardware, up gradation of OS might be in vain. For adequate performance of the OS, changes might be necessary in the hardware components. Such changes might be possible in the computer systems of the company but it might be difficult or nearly impossible in case of laptops to make changes to that extent so it might be less troublesome and less expensive to replace the old laptops with the new ones. Reliability, security and adaptability are the three tests which any hardware might pass before up gradation.
•	Loss of Data: The most important and precious thing of a computer system is its data. Once lost, it is impossible to recover it if back up of data is not taken. In order to cover this risk, before the installation of OS, data of all the computer systems of the company might be required to be stored on either hard disk, server or on a different partition other than the system undergoing up gradation of OS . Since all the systems share the access over the company network, it might be very crucial to save the whole data of the company in a secure place so that it can be easily retrieved in future after the up gradation. Copying all files to some protected system which is not in the process of up gradation might cover this risk and prevent the loss of data during up gradation. 
•	Errors during the set up: Errors may occur during the set up process and may result in the failure of the up gradation process. Such errors may occur due to either inadequate disk space or due to some hardware issue. In such a situation, neither the old OS may work nor the new one may and the computer system may get stuck in between. In order to cover up this risk, we might have to install new drivers before the selection of the hard drive on which OS is to be installed.
•	Problem with Drivers: Up gradation of OS may appear to have been done successfully and it may also run without any problem but there may be a possible risk of discovering it later that version of driver installed was old. This may result in the malfunctioning of some applications. It may be because OS was updated but driver was not and it did not support the new version of OS. To check this issue, before purchasing drivers, we may have to ensure that the vendor of hardware components has updated the drivers. Sometimes, vendors don’t update the drivers along with the operating systems. To check the up gradation of the same will save the company from this risk.
Methods Used for Identification of Risks:
Planning is the most important part of any deployment. Unless and until risks are identified, preventive security measures cannot be taken. Following are the steps which were followed for the identification of above mentioned risks involved in the up gradation of the computer systems of the company:
Risk Assessment: It is the most crucial step before up gradation of anything. It involves the identification of the threats, its characteristics, the possible outcomes and the necessary preventive measures required to avoid these threats. It further includes the following methodology which was adopted by us:
Identification of assets to be protected: The first step which was followed in risk assessment was identification of the assets which could be at risk. A list of both physical and non-physical items was prepared. Physical items included: sensitive data, records of personnel, backups etc. Non-physical items included: configuration information, passwords of personnel, image and reputation of the company, integrity of data etc.
For each of the above two types of assets certain information related to them were gathered. For example its type: if it was software, hardware or data, what was the location of each: logically or physically, who was the owner of the information designated with the responsibility of taking care of the information.
Risks to the assets: After the identification of the assets, next step was to identify the threats or risks which could affect them adversely. It included risks like damage, alteration, theft and destruction. These risks involved the failure of any component of the computer system, bugs or flaws in the software, incompatible hardware, and unauthorized deletion of data, errors during the set up etc.
Estimation of risks: After detailed analysis of the risks involved, next step was to identify the likelihood or probability of the occurrence of each risk and then decide the plan of action accordingly. Experience of the past and the best possible guess was adopted as the rough criteria for estimating that. Also an estimate was made of the vendors whose products did not turn out to be good in the past. This helped in preparing a list of the future vendors for the purchase of the different products for up gradation.
Proactive planning for risks: Last step was to plan a line of action to prevent the risks and to ensure a successful and stress free up gradation of the computer systems of the company.

Overlapping of the Risks Involved 
If we look at the risks closely, we will find that they are more or less similar and overlap each other. This can be understood as follows. As already mentioned, errors occur in the set up process because of the hardware issue. Thus, inadequate hardware may result in the occurrence of errors during the set up process. If a new hardware is incompatible with the already existing hardware, it will result in the failure of up gradation and hence errors will occur in its process. Similarly, loss of data may occur if there is problem with the drivers. In case, an older version of driver is installed, it may not support the new version of operating system and may lead to non-functioning of some applications. Though all data may not be lost but some data may be lost. Thus, the risks involved in the up gradation of computer systems are not independent of each other. Rather they are so closely woven that in the majority of the cases, one is bound to affect the other and vice versa. It is not possible that only one risk turns out to be true without touching the other possible risks.
Conclusion
Before planning for the up gradation of the computer systems of a company, it is very important to decide if the up gradation is actually required and worth it. Also, it is important to compare the money and time that will be spent in up gradation as compared to the productivity and time which will be lost by not doing it. Up gradation should be done only after a careful assessment of risks involved so that the preventive measures can be taken to minimize them. 
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