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AMES Certificate in SQL Server Database Management
Final Project


SQL Server 2012
Final Project (70% to pass)
Due Date: 10AM, 2 Febr 2014
DigitalX has been operating a chain of retail stores selling CD’s, DVD’s and Games for a number of years. Recently they have been operating an online store in an attempt to expand their business. 

Due to the success of the new online operation DigitalX have decided to redevelop and expand their online business. You have been hired as part of the development team and tasked with the development of the new database system. 

Much of the initial research and requirements analysis has already been completed. DigitalX has provided you with the following case study and documentation to assist you in developing the database. The case study details how DigitalX envision the new online store will operate. 
Because the database must support an online store security is a concern. The initial requirements analysis has identified some security concerns and they have been included in the case study.
CASE STUDY

Products
DigitalX sells three broad categories of products, music (CD’s), DVD’s and games. Each of these categories can be further broken down into subcategories, for example: music and DVD’s can be broken down into genres and games can be divided by gaming platform e.g. XBOX, Playstation and PC. The database must support these product categories and subcategories. It is also essential that DigitalX be able to add additional categories and subcategories in the future. They must be able to make these additions without having to make any structural changes to the database.
When it comes to storing product information DigitalX requires at minimum the following information: a name and description for each product, the subcategory to which product belongs to, cost of product, RRP of product and the number of units currently in stock. The margin of every product (RRP) is 20% of the cost.
You should also consider adding additional columns according to the other requirements of this project. (A STATUS column to show if this product is available)

Customers
Customers will register with DigitalX via the DigitalX website. Upon registration customers supply their email address and a password. Customers will use their email addresses and passwords to login to the website. For this reason customers may only register their email address once. You must ensure that your database enforces this restriction. 

During the registration process customers will be requested to supply some personal information includes but not limited to date of birth, home address, telephone number and mobile phone number. This information must be recorded in the database.

For more information on the registration process view appendix 3: ‘User registration use-case’.
Passwords
DigitalX want to ensure that customer password are stored securely in the database and cannot be viewed simply by looking at the data in the database. It has been decided that the passwords must be stored in an encrypted format. It has been suggested that you create stored procedures for saving and retrieving passwords and make use of SQL Server’s cryptography subsystem to implement the encryption. 
Order Process
Customers will browse the DigitalX online store and add products to their shopping cart. Customers will have the opportunity to increase and decrease the quantity of an item in their shopping cart and also remove unwanted items from their shopping cart. Once a customer is satisfied with the contents of his/her shopping cart he/she will continue to the checkout process. 
The checkout process will involve creating an order in the database, prompting the customer for a credit card number and processing the payment. The order will include the date the order was placed, information about each product being ordered and the quantity of each, the details of the customer placing the order, as well as the billing address and shipping address for the order. 
Each order will also have a status indicator, indicating the progress of the order. Possible status values include: PROCESSING, BACKORDER, SHIPPING, DELIVERED and CANCELLED. DigitalX will use these values to determine which orders have been completed and which orders are still being processed. Customer will also be able to view these status values via the DigitalX website. 
You should also store the customer’s credit card number and expiry date used to place the order. Note, it is only necessary to store the last credit card number used by each customer. The credit card number must be stored in an encrypted format.  

Once an order is ready to be shipped an invoice is created. A sample invoice is included as appendix 7. The invoice is included with the products when they are shipped. 

For more information on the order process view appendix 4: ‘Place order use-case’.

Viewing order status

The DigitalX website allows customers to view their past and current orders. This allows customers to view the status of the current orders as well as review orders they have placed previously. Your database must support these pages.

Appendix 6 includes a sample of the Order status web page.
Customer / usage predictions:

DigitalX currently has 150 000 registered customers for their online store, and process 1500 orders per day. However, with the coming expansion DigitalX expect to increase their customer base to 250 000 within the next six months and reach 350 000 customers within the next twelve months. 

It is also predicted that the number of orders processed per day will increase from the current 1500 a day to 2500 per day over the next six months and double again within twelve months. 
Availability and backup requirements:

Because customers place orders with DigitalX via their online store, DigitalX cannot recreate orders if any information is lost. For that reason it is essential that no data is lost in the event of a system failure for whatever reason. 

The online store is open to customers twenty four hours a day seven days a week. DigitalX cannot afford for the database to be unavailable for any reason and have therefore set a 99.7% availability target. As DigitalX is still in the early stages of developing its online business it doesn’t yet have the revenue to invest heavily in its hardware infrastructure. For that reason careful consideration should be given to the budget when designing an availability and backup solution.
Usage data for the past several months has been averaged and a graph compiled, providing an indication of the expected workload. Review this information carefully when planning your backup policy.

The activity graph is included as appendix 1.
Data
Suppliers upload the latest price list at 10pm every Sunday in CSV format. You need to use appropriate technology to ensure that the products in DigitalX database can be updated timely. Assume that DigitalX has three suppliers; the format of all files are the same; the location of all files is C:\Data. 
You database shall automatically create/update/delete(logical) SubCategory/Product according to the price list. The MAIN category remains the same.
Sample price-list file is provided. You can also populate you own data for testing.
Project Guidelines:
Your project shall have the following features but not limited to:
1. Create the DigitalX database. Design tables and relationships.
30%
2. Ensure that email addresses may only be used once in the database.
5%
3. Create a stored procedure to add a new customer to the database. The stored procedure must accept all customers’ information as parameters and insert them into the database. The stored procedure must encrypt the customer’s password and store the encrypted password.
5%
4. Create stored procedures to encrypt and decrypt a customer’s credit card number. 
(Hint: you will need to use the EncryptByxxx and DecryptByxxx system functions for your stored procedures.)










5%

5. Create a table-valued user defined function to support the order history page of the website as shown in appendix 6.
5%


6. Design a high availability plan and backup schedule for the DigitalX database. A graph for system activity is provided in appendix 1. Use this graph as a guide when planning your backup schedule. 
Implement your backup plan in the database you have developed. 
You DO NOT need to implement your availability solution. Instead of, state the reason and plans of you high availability solution by words. (Not less than 200 words)










10%

7. Create a SSIS package to implement incremental processing of products information. 
25%
8. A view must be created to allow DigitalX employees to view all orders on backorder. The view must include the customer’s email, contact details, the date the order was placed and the order number.
5%

9. A view must be created to allow DigitalX employees to view all the products on backorder and the quantity of each on order. Your view must aggregate the data from the backorder products so that each product appears only once in the list. 
5%

10. Identify areas in your database where indexes would help improve query performance and create indexes on those columns. 
5%
What to hand in:

You must submit all data files and log files of your database, the Transact-SQL statement scripts and source files\projects for creating programming objects and other tasks. (SQL Agent Job, SSIS)
Also you should include a document describing your database implementation. This document should include a brief summary of all objects inside your database, information regarding your security implementation and backup policy and how you expect to achieve the high availability requirements.
Also include details of any indexes created in your database.
APPENDICES 

Appendix 1: System utilisation chart
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Appendix 2: Use-case diagram for DigitalX Online Store
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Appendix 3: User registration use-case
Use-case: 
User registration

Primary actor:
DigitalX customer

Goal in context: 
To register with the website in order to purchase content online. 

Preconditions: 

1. The customer is not already registered with the system. 

2. The customer has an email address.
3. The customer has a credit card.

Trigger: 
The customer clicks on the ‘register’ link on the website.

Scenario: 


1. The customer chooses to register on the DigitalX website.

2. The customer begins the registration process by entering their email address and choosing a password.

3. The customer completes the registration process by completing the registration form. 

Exceptions:

1. The customer’s email address is already in use.

2. The customer’s password does not meet the minimum password requirements as defined by the DigitalX security policy.

Open issues:

1. What if the customer’s email address is already in use?

2. What if the customer forgets their password?

Appendix 4: Place order use-case
Use-case: 
Place order

Primary actor:
DigitalX customer

Goal in context:
To select and purchase content from the online store.

Preconditions:


1. The customer is already registered with the DigitalX online store. 
2. The customer has a credit card.

Trigger: 
The customer decides to purchase content from the DigitalX online store.

Scenario:
1. The customer browses the online store for the desired product.

2. The customer adds the desired content to their virtual shopping cart. 

3. The customer may continue to browse for additional content.

4. The customer reviews the content of their shopping cart.

5. The quantity of an item in the shopping cart is increased or decreased.

6. Items are removed from the cart.

7. The customer chooses to ‘checkout’. i.e. Purchase the items in the shopping cart.

8. If the customer is not already logged in to the site they are prompted to log in.

9. The customer is prompted to confirm / change the billing and delivery address details.

10. The customer’s credit card payment is processed.

11. The system generates an order containing the items in the shopping cart. 

Exceptions:

1. The customer’s email address is not recognised. The customer may not be registered. The customer completes the registration process.

2. The customer’s password is not recognised. The customer completes the password recovery (forgotten password) procedure. 

3. Items ordered are not in stock. Missing items are placed on backorder. 

Appendix 6: DigitalX website order history
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Digitalx

Bill To:
Sean Johnson Acount number: 005174
500 Queen Street, Involce number:

i Invoice numbe 107001

Invoice date: 0110512007
GST rog number: 00-111000
Ordor reforonce: Sean

Description Qy  UnitPrice Total
Lost Planet (Game - XBOX360) 1 70.90 79.09
Minutes to Midnight - Linkin Park (CD) 1 2499 2499

‘Thank you for shopping at DigitalX, we appreciate your support Sub-total: s93.32

6 s1166
Total: $104.98

DigitalX Media Ltd. 500 Queen Street, Auckiand, New Zealand
Phone: (09) 309-0777 / Fax: (09) 308.0000
E-mail: enquiries@ames.ac.nz / Web: www.ames.ac.nz
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